Sending Secure Email in Google
Secure mail can be used for sending sensitive or compliance-related data very similar to the way it worked in Outlook (such as PHI covered by HIPAA).  If you have sensitive material that you need to send to an individual outside the County, there is an encrypted email service (commonly referred to as "secure mail").  Email sent with sensitive information to other County employees is secure.  
To use secure mail, include #SECURE# (not case sensitive) in the subject line of your email.  This is the same procedure as you would have done in Outlook.

1. Compose the message, including #secure# in the subject line.  
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Hello Client,

This is & test message demonstrating how secure mail works at Multiomah Courty.
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2.. The recipient sees the notification message in their regular Inbox.  The #secure# is showing in the message subject.  
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[ susan.pettis@multco.us  » #secure# Confidential regarding case xyz - You have a Zixlessage





3. The opened notification message prompts you to click to access the email.  You will also note that there is a link to ZixMail inbox further down the page.
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#secure# Confidential regarding case xyz inbox %

susan.pettis@multco.us to me 3:07 PM (3 minutes ago) | + Reply | v

You have a ZixMessage Center message from susan pettis@multco us

To view the secure message, click here <

Do not reply to this notification message as it was auto-generated by the senders security system
To reply to the sender, please go to your secure message by clicking on the link above

The secure message expires on Nov 24, 2010 @ 11:07 PM (GMT)

To send and receive secure email messages directly from your Inbox. try ZixMail
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4.  The receiver of the secure email will open the message, and be prompted the first time, to establish a ZIX account.  ZixCorp provides the system we are now using for managing secure mail. The system will walk the new account user through the stages to complete this one time process.

After this initial #secure# message, the recipient will use this account for future messages.
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Register below for your mailbox to send and receive secure email messages.
Email Address:

aineyblythe@gmail com Password Rules

Language: Passwords must be at least 6 characters in
length
English B
Password:

Re-enter Password:

e

Password Reminder Phrase:
Choose a word or phrase that wil nep you remember your password

Cancel Submit Password

Warnt to receive your secure messages directly in your inbox? Learn more about Zixlail

For Customer Support, send an email message to support@zixcorp com





5. Once the ZIX account is created, the secure message is displayed from the ZIX server:

[image: image5.png]ZIXCOTP- 1=\ center.

Inbox Sent Mail Help Sign Out

Reply | [ ReplytoAil | [Defete| [MoreAcions ] 69|

Received:  Nov 10, 2010 03:07:26 PM

Expires: Nov 24, 2010 03:07:26 PM
From: susan pettis@multco us
To: laineyblythe@grmail com

o
Subject:  #secure# Confidential regarding case xyz

Attachments: htmiBody htmi

Hello Client,

This s a test message demonstrating how secure mail works at Multnomah
County





For future secure messages, the recipient will get a message with a link to log into their ZIX account.
Sending Secure Mail Criteria
If you are unsure whether or not to use the Secure mail feature, ask your Manager or Supervisor.

