
Cyber Security Overview
Prepare for the worst so that we can be at our best.

IT Security
Dennis Tomlin



IT Security Overview // The Agenda

In this presentation you will learn:
● Cyber threats are real

● The stakes are high

● Who are the “Bad Actors” that we are concerned about?

● What do they do with the data that they steal?

● How does an intrusion occur?

● How do we respond?

● What is our strategy?

● Where are our gaps?

● What are we doing to bridge the gaps?

● What can you do as a member of our organization? 



IT Security Overview // The Threat

The Threat Is Real

http://hp.ipviking.com/


IT Security Overview // The Challenge

And The Stakes Are High



IT Security Overview // Who are the “Bad Actors”?

GROUP: Script Kiddies
TARGETS: Individuals, Opportunistic, Not Targeted
MOTIVE: Bragging Rights, Attention of Peers, 
Mischief, Identity Theft
METHODS: Scanning for vulnerabilities, pre-made 
scripts and tools that are widely available

GROUP: Hacktivist / Social Activist
TARGETS: Government Agencies, Corporations
MOTIVE: Bring Awareness to social causes / Damage 
Reputation, Disrupt Service, Intelligence
METHODS: Targeted Web Defacements, Denial of 
Service Attacks, Leakage of Sensitive Data used to 
expose or embarass

GROUP: Organized Cyber Criminals
TARGETS: Retail, Banking, Government Agencies
MOTIVE: Monetization of Stolen Digital Assets, Cyber 
Extortion, Fraud, Identity Theft, Bank Transfers
METHODS: Targeted Entities, Opportunistic, Data 
Exfiltration of PII

GROUP: State Sponsored Hackers
TARGETS: Government Agencies, Corporations, 
Utilities
MOTIVE: Espionage (Political and Industrial), 
Terrorism (Financial Damage, Instill Fear and Doubt)
METHODS: Targeted Attacks, Known Target Data, 
Advanced Persistent Threats



IT Security Overview // We Are a “High Value” Target - Monetization



IT Security Overview // Data Breach LifeCycle

Most Intrusions Are Caused By 
Human Error

Most Attacks Are Opportunistic

Bad Actors Are Patient

Bad Actors Are Smart and 
Well Funded

Average Time To Detection

243 DAYS
(Ponemon Institute)



IT Security Overview // Data Response LifeCycle

When a breach is 
discovered, the 
clock starts ticking.

Incidents involving 
PHI and PII need to 
have the response 
process completed 
within 30 days.



IT Security Overview // The Strategy



IT Security Overview // The Framework

Applying Our Strategy And Roadmap To An Established Framework Will 
Deliver Results



IT Security Overview // Identification of Threat Vectors And Gaps



IT Security Overview // Remediation and Mitigation

Efforts For FY16



IT Security Overview // What Can You Do?

CYBER SECURITY IS OUR SHARED RESPONSIBILITY

This Presentation Can 
Be Tailored To Your 

Organization.  
If you would like IT Security to make a 

presentation to your group please contact:
it.security@multco.us

THE HUMAN FIREWALL IS CRITICAL

BE SUSPICIOUS OF EMAILS FROM UNKNOWN SOURCES

REPORT ALL SUSPICIOUS CYBER ACTIVITY TO THE HELPDESK

DON’T CLICK ON LINKS IN EMAILS OR OPEN SUSPICIOUS ATTACHMENTS

SPREAD THE WORD / CREATE A CULTURE OF AWARENESS !

STOP … THINK … CONNECT

NEVER SHARE YOUR PASSWORDS

Firewalls
Anti-Virus

Intrusion Detection

Intrusion Prevention
Monitoring

Alerting

YOU

WHAT’S MISSING?

USE SECURE OR ENCRYPTED EMAIL WHEN SENDING CONFIDENTIAL INFORMATION



IT Security Overview // Remediation and Mitigation

Thank You


