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Department of County Management   

 

501 SE Hawthorne Blvd., Portland, OR 97206 

Office of the Chief Operating Officer 
 
 

September 11, 2015 

 

Auditor Steve March 

501 SE Hawthorne Blvd, Ste 600 

Portland, OR 97206 

 

Dear Auditor March:  

 

Thank you for the opportunity to review and comment on the SAP Identity and Access Management 

Audit. Identity and Access Management (IAM) is a vital component in the effort to safeguard and 

protect the County’s personal and financial data. The 2009 audit of SAP, conducted by your office, as 

well as the 2013 follow-up audit, documented several critical areas that need to be improved.  We agree 

with the findings, and have established that the following areas will be addressed: 

 

 We agree that strong executive leadership is necessary to promote the importance of IAM and 

propel the vision and plan for its implementation. We will identify an executive sponsor for IAM. 

 We agree that, through the executive sponsor, a plan to establish a governance structure should 

be created, and that it must address the 2013 audit recommendations.  In addition, we agree 

that a team leader should be identified who can work collaboratively and span the IT - business 

unit divide. 

 We agree that our current monitoring practices must be inventoried and gaps that could allow 

for loss and / or liability identified. 

 

The 2013 follow-up audit provided three primary recommendations:  establish a governance structure; 

assign clear roles and responsibilities for stakeholders; and develop and implement written 

administrative procedures to formalize the process. We believe we have taken steps to reduce the 

number of identified role conflicts that could allow a user to mistakenly or fraudulently compromise 

SAP data and we have increased monitoring. We are now poised to take the steps necessary to provide 

the coordinated activities required for effective identity and access management. 

 

I am pleased to confirm that I will serve as the Executive Sponsor for IAM. I have asked Bob Leek, 

Multnomah County Deputy CIO, to serve as the Team Leader and to work collaboratively with all of the 

key stakeholders, including IT Security and SAP team members, Business Process Owners, Business 

Application Owners, and Department members to address the improvements needed in IAM.  That 

team will propose a governance structure to oversee the creation of recommendations for 

administrative procedures to formalize processes. 

 



 

501 SE Hawthorne Blvd., Portland, OR 97206 

We agree that IAM, as a combination of policies, processes, and technology, will allow for efficient and 

secure use of the SAP information system, a critical tool that impacts nearly all of County operations. 

Thank you for your vigilance in continuing to drawing attention to this critical area and for helping us 

identify measures we can take to proactively address the root causes of the County’s IAM challenges. I 

look forward to sharing our future progress. 

 

Sincerely, 

 

 
Marissa Madrigal 

Chief Operating Officer 

 


